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—=>» ClearSight
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AppDancer
ClearSight
Domino
Ethereal
EtherPeek
Fluke
GigaPeck
LiNdecoder3zZ
NetMon
HetVCR
HNetXRay
Cbserver
CmniPeeck
Cptiview
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Sniffer:
Only non-compressed trace file format.
NetXRay had been adopted by SnifferPro.

Snoop:
Surveyor (Shomiti/Finisar) and OptiView
(Fluke) both use 5Sun's Snoop format.
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H Trace:Magic = Synapse:Networks

i Trace:Magic -» Start I Felease Nu:utesl License .-'-‘-.greementl License B egistration I

=4NdpoE:

SYMNAFSE:NETWORKS

Trace:Magic v6.1.9 [2006-11-05]

* Trace:Maagic

LAN/WAN Analysis Expert Systemn
(C) 1996-2006 Frank R. Walther
http:/fwww.tracemaagic.net/

* Synapse:MNetworks
Bonner Str. 10
[-53424 Rolandseck
GERMANY

+49 2228 9138 0 phone
+49 2228 9138 10 fax

http:/fwww.synapse.de/
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1% 2 348 (*
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" Analyzer = Sniffer [ .[EMC /. TRC ¢/ .FDC ] ) * )+ ' 6 #
i~ analyzer = Sriffer / Met<Fay [ .CAP 3
i~ Analyzer = LANdecoder32 [ EMF 4 .TRF ]
" Analyzer = Observer [ .BFF | 1 6 " <= 6 >
i~ Analyzer = Snoop [Surveyaor Fluke] [ .CAP 16 ? <l 99 >
" Analyzer = Giga-/0mni-/EtherPeek [ PET ] ) / QF >

i~ Analyzer = TokerPeek [.TPC ]
i~ Analyzer = Anasil [.CAP

* %% 78 +& %% %
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i~ Analyzer = M5 Mettdan [ CAP 78)* 6 * $
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Trace:Menu

= | Trace Afenu o 0K

el Trace-Dateilen] wahlen | Datei-Grofben

| Dateilen] wahlen |

@, [ ateilen] wahlen |

Die unten aufgefiihrten D ateien wurden zur Bearbeitung ausgewahlt. Fur andere/neue D ateien: Button oben betatigen. |

N Frofies Analysis | Fiker | 4] ¥

a
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& Trace Files X EXT
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Trace:Menu

& | Trace Alenu o 0K

7 Trace-Dateilen] wahlen | Datei-Graoken

| Datei[en] wahlen |

@, Drateilen] wahlen |

Die unten aufgefiihrten D ateien wurden zur Bearbeitung ausgewahlt. Fur andere/neue Dateien: Button oben betatigen. |

N Frofies Analysis | Fiter | 4]+

CATRACESANZO00EY_TEST_MNTC_[00028)_Internet_Test_4_ 00001_20061217213953.0MP
CATRACESAVZO00BS _TEST_ATC_[00028)_Internet_Test_a_ 0000Z2_20067217214121.0kP
CATRACESN2006N_TEST_MNTC_[00028)_Internet_Test & 00003 20061217214157.DkP |
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Find:Magic
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Host Afzgrc

Device Detection: START | i Port Statistios: STAHTI 52 Traffic Statistics: START | ™2 Host Pais: START  H Single Hosts: START | <]

Suche nach Host-Kennungen der CLIENT / SERVER / ROUTER etc.

|ﬁ| START 7 |

v DHCP

v UDP-137 #WwINS
v UDP-138 / MetBIOS

¥ UDP-053 / DMNS
[~ Damain Blacklist

v WMAILSLOTABROWSE

[+ Address Table [RxdTx]: MAC
v Address Tabls [RedTx]: [P

v &ddress Table [RxfTz=]: MACAR <IP:
v &ddress Table [RxfTz]: MACIR <ARP:

[v &ddress Table : |F BostMest Address(es]

[~ Device Detection
[T TCPAUDP Port Statistics
|@ ¥ Traffic:Stats [Hebwark Load)

D

F

| G |

#

IF Address

.Eost Hame
1|D5 PRINTSERVZ14 <00>
2|D5 PRINTSERVZZ3 <00>
I|CoM2006-WS32 <20
4|Z-LD-W501 <20>

Client Requests [Cl.Req./Ucst |Cl.Rec

.Rx:Requests / AJ.Rx.Req.,-"Uc'.st ‘Bx.Rec
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17 1 1;91&; &1J /.45 $$ 1 $$ 9B 115>> %l G 9
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H Host Afzgrc

Device Detection: START | 37 Part Statistics: START | 62 Traffic Statistics: START | 3 Hast Pairs: START | Hi Single Hosts: START | ¢ #|

Device Detection: Bridges, Switches, Houter, Server

[v Detect HTTP Servers
[v duto-Detect HTTP (Prosy] Parts

DEVICE DETECTION

| gtgl START F |

Diesze Funktion betreibt die Erkennung akbver Metzwerk K omponenten
[gewizzermalen alles auber Clientz]

-Router  [UPD Portz 520,1985]
-DHCP Server

-DMNS  Server

-wIMS Server

-SMB  Server [TCP Port 137)
- Print Server [TCP Port 516)

... und wiele andere TCPAUDP Dienste.

Insbesondere ...

- verzchiedene Fouter,
-IP# / MCP / SAP Server
- S5LP Machrichten
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Host Afzgre

Device Detectiors START 57 Por Statistics: START | |5 Traffic Staistics: START | B¢ Hast Pais START | M. Singls Hosts: START | ¢ |

TCPAUDP FPort Statistics

| &3] swemr 7 |

[~ IMCLUDE FILTER: Ru/T= Router MAC Interface Addresse(s] # EXCLUDE FILTER: Pouter IP Address(es)

T

Router MAC Address{es] Rx/Tx | Router IP Addrezs(es)

| Router MAC Addreszs(ez] / Tx

Fouter MAC Addrezs(es] £ Bx

| j [ MAC Tx[01)
| j [~ MAC Tx[02)

| j [ MALC Tx [03]

| j [~ MAC R[]
| j [ MAC R [02)

| j [ MAC R=([03)
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17.115)1& J /4 I$ 1

1 11 % /.4)2)%$4 % F1

;&3 /K . %
;&3 /K . %
;. &3 /K . %
;&3 /K . %
&3 /K . %

L$E4 % @ 9%$$B2 % %l < 41
. $ 1&3%1 04 1 A) 1
E3 .42 4

17,1 15)1& J 1% 7.1
9 /N4 434 $1&3 %1, .4 B)23
.9 3

17.115)1& J$ $$1 3% 6
/4B3 1 ,$ A &3 $$ 43

; 1%2 % 5#5 . .43$N
;o1 441 1,&31 I5#5%

1 11 JPI64 1 .%J

, &1 A 3 1&341 $ < D

$ %B. %.$1&3 % 5 % 1&3 B . %
C, %D.) 14<C1.41
9 641&.% 1% 641& $$$1$.) 1

/. 3$1&3 E/1 ,. 42 % $1

%.$ )2$$ % F &B . %1 ;.&3 /5 $$ /
B) $ 1 ,$ 9/1& 1%D

641&, $ J &31

il | Host Aagic

]

Device Detection: START | - Port Statistios: START 5 Traffic Stalistics: START | % Host Paire: START | W Gingle Hosts: START | 4 »

Lo

| Traffic Statistics

|E| s1ant £ |

]
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1711 >1J/.4:85 $%

/

0% /.0% 8 3 6 1*/1&3 @>0%4 E

1

&3 1% @>8 3 /1&3 @>

. % @>

A%l B 9B;.& B &D

/.. /18 3 6 1*/1&3 @> /| A B$ B:$ D
A 11 14 1&3 3B. 1 8 3 N /[.1% 1)1/1 .%/. R. 1)1/1
83 4 1<, 614 1 $ 1 &3 3 E/1 4 $
1% 641&)23 / .&35 $$ /. &3 1 % 8 3, 13K@>% B)23 %1 5
1%1 1 $K 1/$ @> B 1&3 K-.11 >
; 1%2 % 5#5 .4 $N
o1 441 1, &31 I5#5% 641&, $ J &31
omemage
- [ 0
| —

Device Detection: START | 55 PortStatistics:STAHTI I Traffic Statistics: START = Host Pairs START |ﬂz Single Hasts: STAF!T' 1]

Paar-Beziehungen / Paar-T abellen [Packets Bytes]

|E| START |

A

IP_Stations: 55
IP(A)
Address

1P(B)
Address

Packets Packets

Bytes Bytes

| | | Packets Packets
Total (A=B) (A<B) Total Total (A=B) (A<B) Total TCP (A=B) (A<B) TC

A2t
17247.1.14
172.17.1.14
172.17.1.14

172.17.1.14

17217114
17217114
17217114
172.17.1.14
172.17.1.14
17217177
172.17.140.13
172.17.200 60
172.17.240.10

NERRBREE R

17217114
17217169
1172.17.60.43
17217173
17217172
17217162

17217181124 |

11064 254 111
172.17.1.85

1172.17.180.93
17217114

172.17.1.107
117217 200 61
172.17.240.11

414
5041829
197 142

4l4

44

33

44

20 20

24

45 42
932819124

0/1

028

01

1392/280
48469 618143
21793 9837

224 424
160 164
588 432
784 576
1956/1136
443 480
5069 3759
512640 28010804

042

0 1176

044

00
504 829
125 142

00
44
00
00
2020
24
48 42
9328 19124
00
00
01
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1 7.1 114% J)23 1&3 104 1 /.1 - .11 6 1*B%1 % ; 9 3
1 11&3 .)&3%2 $ 1 %1 7.1 I >1J

114%$ J41 1 $1&3 5 $$ . 1 )$4 % @33

>0$1 1 .%6,:(@>,%

@?5 $$ $3 @2 =1& ( %&

<@ 5 %5 11 $% SN . 4 A,) 4B0)$4B61 )$4D

5 %% 11 $$ SN .4 A ) 4B0)$4B61 )$4D

@>,% 5 33 @>,% .% /43N 14 6,: %

H>% 5 35 @>,% .%/.43N 14 6, 1, %
1, 3P6N4%$1&3 1 162% 7. 1 11 4% J &31% % 2 B %1 &3 %
5 $$ 4)23 %
1 <3$N4$1&3 1 191& ; &1 . % 5:>(=> > 11& &31% % 2 B %l
7. 1 $$$51%5.) A% 1&3D 0)3% 1%B 1 1&3 1%.) /.$ G%lL 2% 1%1
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TRACE:MAGIC ¥

Host:Magic

Host Afagic

Devics Detection: START | 5 Port Statistiss: START | [ Traffic Statistios: START | 3 Host Pairs: START ' Single Hosts: START | <[ |

Suche nach Hozt-Kennungen der CLIENT 7 SERYER 7/ ROUTER etc.

| | st 7 |

El

v DHCP

-

v UDP-137 A 'WINS
v UDP-138 / MetBIOS

v UDP-053 /DNS
[~ Domain Blacklist

v “MAILSLOTABROWSE

¥ Address Table [RxéT=]; MAC
¥ Address Table [RxiT=]: IP

¥ Address Table [Rx/Tz]: MAC-P <P
¥ Address Table [BxéTzR] MAC-P <ARP:

¥ Address Table : IP Bost/Mcst Address{es]

[~ Device Detection

5[~ TCP/UDP Port Statistics

25 [# | Traffic: Stats [MHietwark Load)

e | D

F

| =

#

IF Address

.Eost Hame
1/D5 PRINTSEERVZ214 <00>
2|D5 _PRINTSERV223 <00>
3 COM2006-W532 <20>
4|Z-LD-W501 <20

Client Requests [Cl.Req./Ucst |[Cl.Rec

Rx:Reqne=ts / AlRx.Req./Uc=st Rx.Rec

0

0
D .
0
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% |, 2
61 6. $1& )% 5#5 . 41 %1 >/%. B%l & 114 ,) 4 1 1&3
14

3
$ &1 % 6 2/, 3%(014 % 5 & , $1 .% 1  ))F1$

¥ Trace:Options [Host:Magic]

E Trace:Options |
| [T &l Vargabeslert setzen

77 [1] %organgs-Titel

Wahlen bzw. eingeben: TRACE-ALIAS und YORGANGS-TITEL

I * Trace: Magic * W ahlen Sie den zum Worgang gehorenden Trace-dlias. |

-r}ﬁ Tracebliaz

I':":":":":'21 3 Geben Sie zur aktuellen Yorgangz-Mummer eine Vorgangs-Bezeichnung ein. |
|*Trace:Magic“.-’[HM]a’ 20061217 /4 <« LCATRACESN2006N TEST M. »» By |
1,))% 15 & ,$1J5 $3$ 15 % $ 01 44E3%3 %B% % ,$ 844
14 % 1% :;115&,$1J5 $% IN$ $14 $1 14 1&3 33 G1 %l $w1 4%1&3 $
%WE&3 1 2/ 113 F.%.4 /.1 6 . B1 4)18&3 % 31B 1
1 N)$$ ;1 %1 5 $3$ $11 4, .01 E4 1 %
1014 1 5* 1% NF1$ AI8 4 4 [1&3.4J1 )$$ $1 14.% &31

1&3 . %14 %14

; $1 % )1 % 1&3 1% 4 4 %B $ 1414 1B% C
1&3 /.9 1 $B . 43

"UHS % & " ()O0* %

1+



SUNapseE: >
. TRACE:MAGIC %

3
1C1// )J>) 1 $0 $.B71$ /. %)Ll B%l 1 ; 9 3/$% %
. &3$1M 0 &3 % %l ,$ ) 1 8 35 % 51$3 %
14 &3E %
0)3% 1%B% %1 71$ 1&3 9 % % B%  44) 1&314 4 3 1 .%73$
183 ) %

? Trace:0Options [Host:Magic]

E Trace:Dptions |
EERRRRERRRREERRR ¥ ale VorgabewWert setzen

277 [2] Trace:Filker |

? | Trace:Filter

=
v

f* MEIMN, keine Trace-Filter zetzen.
)&, Trace-Filter setzen,

‘E:?:'| Trace:Filter

"UHS % & " ()O0* %

1+



SUNapseE: >
. TRACE:MAGIC %

3 - 4
14NM $$ @> /4 % 5 $$ . ) 4$4 % B% )2 %l 5 $$ %
) % $1&3 1&3 A#6D9 41 % , $ 14 $$( 91 %

< $$ 4 9 48&3E/ %

? Trace:0ptions [Host:Magic]

m Trace:Ophtions |
ERRERRERREREEEER v &ls YorgabewWert setzen

797 [10])Address Tables 7 Man. |

5 | Address Table

—IPF Rddress Tekle / Max.
" ————» 1000 Addresses
f*¥ ————> 5000 Rddresses
{" ———> 10000 Addresses
{" ——-> 50000 Addresses
{" ———» 5500 Addresses

<% 1 ?- E14B 1% 1&3 91 B 11 < /1&3 AIC %14JD 4%1 1%
Fu 10| x|
(5 O
{Gﬁﬁfﬂ

R

"UHS % & " ()O0* %

1+



SUNapseE: >
s TRACE:MAGIC %

3 ! (5 (1
L% C,> B% 11 % ,$ 1 J5 ) 0% $$B % . 1 %
) $ 1&3 $%14$1&3 11 /.4 % $$B % .&3%1 %31 $14 % O 141
%. 1 % N B 5&641&)%4 % $1

? Trace:0ptions [Host:Magic]

m Trace:Options |
ERRERRERREREEEER v &ls YorgabewWert setzen

) [5] Treffer-Frames -» Meue Trace-0 atei I

Treffer-Frames in neue Trace-Datei schreiben [Analyzer-Format, z.B. CAP_ENC_ENF]

-
f

= MEIM, keine neue Trace-Datei erzeugen.

% A, Treffer-Frames in neu erzeugte Trace-Datei schreiben.

Separate LOG-Dateien fur die verschiedenen Ereigniz-Typen erzeugen [zuszatzlich] ?

-
f

f* MEIM - nur die Standard LOG Dratei [EIME fiir ALLE Ereignisse] [schneller)
" JA - zusatzlich: separate LOG Dateien je Pratokall [langsamer]

115)J> . % 7141 $5 & ; 1 3. 1 %11 .B14 /.4
5) 5&; 1&31
115))J> 1109 C4&31 A 5% : 1D
< 1.5&; 1JPL,4E3% 1%B 1%1 &31 . 09 C44)23
0 K%& &31% %B .&3 C 4: 1 A.C4D4)23 % $$BK
) > $$1 ;1 $$ 1&3 4 E3$ %B% $ N14B 1 $4
44 $$ 1 %1 ?11.5&; 1P LJ4E3$ 1B%  .&3% . 09 C 4
)$$ 2%

"UHS % & " ()O0* %

10+



SUNapseE: >
: TRACE:MAGIC ™

3 ( (
F.F1 B% &3 1&3 % $1//) 103 $ / <1 3 91 @ 3E$ $1&3 B )
, % %15&; 1 1&3 $
=3N&3 31$) 1 1;&%14% 5)) > .1 B.% %l 3 1)& 7. 1 1
5*:8&%14 14)23
1 1/1& K% 1 $<1 3 C, > 1&3 B1 %1 7.1 3.2 )$21 4G
11% 1 E 5&641&8 1 ) %

? Trace:0Options [Host:Magic]

E Trace:Dptions
ERRERRERNENN ¥ ale VorgabewWert setzen

277 [E] Trefter-Frames -» Decode-Date |

EF | Treffer-Frames decodiert in Berichtz-Datei schreiben / TM_* HIT . FRAMES * DEC.TXT

=
v

f* MEIN, keine Berichtz-Datei mit Frame-D'ecodes erzeugen.
" J&, Treffer-Frames in B erichts-D atei mit Frame-Decodes schreiben,

"UHS % & " ()O0* %

"1+



SUNapseE: >
. TRACE:MAGIC %

3 % .

1% 1 $$5 $$ .%,.4 7 ) 4 $4B )$4 % %42$14 545

¥ Trace:Options [Host:Magic] x|

E Trace: Options | J ]
ERRREREN [+ &l ‘orgabe-wert setzen

797 [+] Trace:Magic START 7 |

| Trace:Magic jetzt mit den vorgenommenen Einstellungen starten ?

—
v

€ MEIM - Abbruch
% )& - Stark

JA - Start

"UHS % & " ()O0* %

+



Sl_.ll |apse-
: TRACE:MAGIC

(%

<% %l 641&,$ 4 B &1 % , $ . 621% %1
1411 7 &1 $

Trace:Analysis [Host:Magic] -5 C\TRACES\ 2006 TEST_\TM.0001.HM.SingleHosts
Trace Analysis

|E:'\T RACESS2006%_TEST_ATC_[00028)_Internet_Test_A_ 00007_20061217213353.0MP 143

| [ o
EEENENENEEEEEEEENEEENENNNENNEEEEEEEEEEEEEEENEEEEEEN
EEENENENEEEEEEEENENENEENNENNEEEEEEEEEEEEEEENEEEEEEN
HNNNNNEENEEE . 511

[ F>s5TARTs || 20061217 23:00:35| | .. || <«stoP<cl || ETH| | 511 |

iy I Trace:StatusI Trace:Events Hosthagic |

| IP Stationis)| | 5| i | = |
| MAC Adapterfs)| | 4| S
o] (a9) 2752 |Load File: oK 12043121 / 2049056

"UHS % & " ()O0* %

(+



synapse:

>

TRACE:MAGIC
1 4 &3 05 % #13 &3
0 .% !5&: 1/ ,% .4E3$G %l . % .1 .$$1 1.4
714 1 ($1 .% 13 ;1
1 .$$5&; 11 ™ F1&3 $ 4
1 .$$5&; 1 3E$ C, >
1 .$$5&; 11%4 % . .&3 % >11 9 C, >
191 #41 $E % . E$) 3 )$4 % %..4
HHH 1$) 1 1 ./ OS$E. .4
5 & 2%1,% 1 % 2 >.5 . &3 . %
5 & 09 1&3 )%1 .$$ /.4 09 C4F1$ 9 4NM %
6 41& 611$ 11 A6:(@>D 1 . )2 % 7.1 21,81 J

""H#S % & "1

+(1+

()0~

%



-
»

TRACE:MAGIC ¥

Synapse

(#

E&3$1&3 1 1 % ,).)% 09 C462A& 3 . DO $.B 1&3
$$4 1 %1 .$$ /.4 09 C401 E4 AF1$D1/$ B % .&3 3 1&3
1.4 91 #41 $E /. 1&3

race:Events / LOG - Host:Magic / Conf.+Dir.+Name

ANALYSIS: PAUSE (1) +* D ANALYSIG WEITER (2]
LogView: STOP (3) 4 D Log\Vizw - STARTIH)
LOG Config | « Events > | MAC | L3/R. | ARP | IEMPHGMP| DHEP Cort.+DirsName | SMBANCPANFS | [ <wz(1)> "WINS' | € wz(2)> "DHS" |

< ConfigurationDirectoryshame Services > < Name Servizes > | ¢ Ertors » | NetBI0S | BROWSE | wiNS | DNS |

- Logview: [+] ON -—- z006-12-18 — 13:34:42 =]
-- LogView: [+] ON - -18 -- 13:34:43

[ 11 & 624 - (2 ©43 _583066] :: 192.168.178.1 <% 192.168.178.27 :: DNS : NameSveQuery / REQUEST [G-»5] 0.0.0.0 2= W tracecemmander net [XID=0x 00201

I 11 ¢ €73 €7T6377] :: 132.1€8.178.27 << 192.168.176.1 :: DNS : MNameSvcQuery / REFLY [C<-5] 81.165.145.51 =! www.cracecommander.net [XID=0x 0020)

[ 1] & 1556 - _610953] - 2.168.178.1 << 192.168.178.27 :: DNS : NameSvcQuery / REQUEST [C->S] 0.0.0. 2= ww_synapse-networks-gubh.de [XID=0x 0021]

[ 11 & 1887 612748] :: 192.168.178.27 << 192.163.178.1 :: DNS : MNameSveQuery / REPLY [C<-5] 81.189.145.86 =! www.synapse-networks-gmbh.de [XID=0x 00211

I 21 % 1776 - ;2006-12-17 22:41:56 .000000 :: (Imterval= 1 sec.) ; 178; 166132; 162; 0 e B 5 o 0: 5 0: 5 178; 1661392;

Packets/KiloBytes per 1 se

0 2 4 6 B 10 12 14 16 18 20 22 24 26 25 30 32 34 36 35 40 42 44 46 45 50 52 54 55 55 60 62 64 66 65 70 72 74 76 75 50 B2 84 56 38 90 92 94 96 95 100 102 104 106 108 110 112 114 116 115 120

[2/3] C:\TRACES\2006\ TEST_\TC_(00028)_Internet Test A_ 00002_20061217214121.DMP # 1776

1 1% .&3% .%$1&3B 1 $&3 > $$ . %0 141 1&3 641& &3E)14

6, 145 / 0 .49 1%4 %

Cl(# C I(#.14 % . 0141 .%- .4 % #.147. 1
# )% .4 %, % @>6,:% ,)$ N.491 #>

@:6>S@ 6> 9 41473% 6%$%.4 B%l 1 @6>9 % %

D> $1 )4 % 9 1 3% >

1 )S;1S )14, 1 S;1& S 91& A<@ B; B @?D
T(TT(TTT 0141 .%73% $1&3 (1 $ ( & 8 1
*IAD(*/AD 71 | 5*71%

; 09 C4%1 1&34.%E/$1&3 1) %4

"UHS % & " ()O* %
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Synapse:

TRACE:MAGIC

45

% 8 &31) /., 1 1 %1 > $
%ll.4;. A1l %1N) $1&3

1 0% 9 $1 &3 &3
H$% & H# () T+ H
BE-TH(O) HH
BB -1 -
0 )-## ' # 1$%2345 -#
4" 67"
0 )-## "#)8# 4" -#
-9"9+9&& 1- 15414
1:..4% > $$0 141 41 1&3.
2 14% &31 1% &3 % %
[AE 4$1&3 #7:B#R. ) : D
# 1 #

&3 %14.4% 5 & 8
4431 %

1.41%% 09

5&641&9 )24 31 /.2 1 09 C46
% N $$71$ B%1 % . % I.
1&3 )% 09 C4 4 %

@ 04 1 3 31 %.&391% /. E/$1&3
% $ /1 1 0141 -% 3

) /9 9109 C46 4 - .%0
% B % %1 % 71$ /4 .0
0141 4B %1 1&3 1 &3 15
51$% /14

61. % &3 E4%$1&3 71$ % 09 C
8 1.4 %

1 1$4 $E 14 &31 B3

0141 2 3 % N ) 11

;1 1&3 31B 1 1&314 0141 .%73%
5&,% 1&3 .$$B % &31 $$9

C4%.&371% &3 E4%1&3 .9 1

4B1% 09 C471$% %)11 .%9 $
71$ J/4A3N B % &30% % 5 &,

.09 C4B%1 K% )2 1&83 1 1 53
$

$E.4 /.% 0141 1$% 31 $4
9 C4 . 1&331/.4)24 $1&3 41$)
&641&1 % 8 %.49 % 1 &3 |

42 %1, 71$ $E4 %. $ %15 &

% 4M 8/4B% 31 %.&3 1 73% .%
$ 718 )111 ) . %

2 3/3 B1 1 $1&3 . %B
/.3 2 5 &641&

"UHS % & " ()O0* %

1+

$B

. %

2 %1
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SUNapseE: >
» TRACE:MAGIC ¥

FE-Event:Lo-g -= Filter:Manager ;lglﬂ

= Event Log Fiter Manager o 0K

i | Fieport Filker Diefinitian File[s]l Edit [1] -» Include/Exclude Patternsl Edit[2] --> Filter Mema / User Comment  START

| Edit Filter Defimition [2] --* Filter Memo 7 User Comment

IC: " PROGRA~1NSYNAPS~1\TRACEM~1‘\data'ReportFilter

ITH_ RF._(L7.SMB)__ {_ INCLUDE_ [FAILURE]_2ND_[~szp]_ANWD [INI]_ }_ {_EXCLUDE }_.TXT

2% Pause / STOP

[TMHIT FRAMES.01.~.001.LOG.TXT [ 0 IP Address List [¥/N] [~

"UHS % & " ()O* %
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7 2

,0% % 5&, 9% &31 %1 6%$%.4 8 2 9 9 % 1 4.%%
6 .
;6 3E$S 1 1 #41 S$E %1 . 71$ A13 D /.4
.09 C4B%1l K% )2 1&3 1 1 73% .%0 141 1$% 3%
"UHS % & " ()O* %

e



"UHS % & " ()O* %

e



(&

6 3E$ %1 ,. 71$ /.4 .09 C4 1 14 $1&3 5 &

8 1.43 1 .09 C4 /.4 A% 1&3 16 : /.3 1B%O91%/.
$4DB. %% 09 C471%$ 3 1 1 ., 7 1$ % . 09 C4. 1&3

[ 4$1% 1 .09 C4B% 4 $%$ 1 % #41 $E % 6

.M% 3E$ % 6 : %1 1&314 O 4 15 %% % 5 &641&6%.$ 15 81 J
%1 CLJA1% ).) 2 %l $1 .1 &3 . .4)$%D

1 641&, .4 1%%1 1&314 5 $ $ % % % %1 1)$4 %

1 4%4

"UHS % & " ()O* %

i+



01/% 51$5 $$ 1%16 : 14 #41 $E 3%

=1 &31 %<1 8 1.4 916 0*&$/. NA$1&3 B$14 %1 5 $$ .&31
87 9
<l1%16 4 1B %7 1 % 5% 1/16. %1& . 11 ) 1%

"UHS % & " ()O* %
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=%l 5 $$ $ [/ 2/$1&3%. /. N Bl 1 $$4 1 8 E%1 % K 1%$14
> $$8 . /.4

#>B<@ B; B @? B ,#>B@>

1 1% .)%1 1 &3%E414 7&3%1 .9 1 / )5114B%1 15 &641&>
4 &3 % N

<.% %1 9 5&641& /.4 :8; 1

160¢%$%$ 1 .%$ UC 4%$48B

1%%1 . UC; 1 .&31 %
&3 % ; 16 2 4/14

"UHS % & " ()O* %
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6 /.4 1 183 .% &3$1M . 1&3% /43N14 6
# %

6 #% 1 1C 6%$)2 $$916 : /4 (9 $ 041
%5 $$ B1 19:6 #% $. . % C B 1&3 %

& 1 (CN&3 9 04 1 0%

;, 6 #% 14 1&33 9 4 %/ <1 4 ;1 B% 1 @ $%$1
% )A 15 &641& . N14D

;6 # % )1% 1&31,% = 9/1&31 I I

+'38 ,AB 9 $ (8 < * 71>3

;8 B $ g " < >DB I'D
E F 9 F95 9G+"' $ I & 9
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